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Description

[0001] This invention was made with Government
support under contract number DAAB07-95-D-E604
awarded by the Department of the Army. The Govern-
ment has certain rights in this invention.

BACKGROUND OF THE INVENTION

[0002] This invention relates generally to networks of
interconnected computers and, more particularly, to
techniques for routing messages or data packets from
one node to another in a "locally" located intranet. The
nature of the invention first requires a few definitions by
way of background. Relatively small networks, perhaps
of up to a few hundred nodes and typically located in a
single building or group of buildings, are referred to as
local area networks (LANs). When the nodes are further
apart, the terms "wide area network" or "metropolitan
area network" are sometimes used, but the distinction
is one of degree and the definitions sometimes overlap.
LANs are typically interconnected through switching
nodes called bridges and routers, to form a large "inter-
net" of interconnected computer nodes.

[0003] The internet with which most computer users
are familiar is referred to as the Internet. Interconnection
of nodes on the Internet, and the transmission of data
between them, is governed by a set of protocols defined
by the Internet community and called the Internet pro-
tocol (IP) suite, or sometimes the TCP/IP suite. (TCP is
“"transmission control protocol.")

[0004] The term "intranet" is used to refer to a local-
ized portion of the Internet that is confined to a specific
enterprise, such as a corporation or a governmental, ed-
ucational or military organization. An intranet typically
includes multiple interconnected LANs and may extend
over a large geographical area. Use of the term intranet
implies a commonality of interest among the users of
the nodes in the intranet, and usually a commonality of
ownership and control as well.

[0005] Multiple intranets are interconnected in the In-
ternet by high-bandwidth "backbone" communication
links, such as leased lines. Individual LANs in the Inter-
net may also have relatively high bandwidth, which is a
measure of their data carrying capacity. There are some
situations, however, in which the bandwidth of an intran-
et is severely strained by the traffic of data packets and
administrative messages being transmitted. This is es-
pecially true for intranets including increasingly popular
wireless and mobile communications nodes. In wireless
networks, the bandwidth is inherently limited in compar-
ison to networks that use coaxial cables or optical fibers
as a transmission medium.

[0006] In the Internet, messages and data are ad-
dressed to users by user name, i.e., a name that the
user of a network node has selected or has been as-
signed, and a domain name, which is usually a name,
nickname or abbreviation selected by an organization

10

15

20

25

30

35

40

45

50

55

with which the user is affiliated in some way, as an em-
ployee or subscriber, for example. One of the main prob-
lems that must be solved in inter-networks is to deter-
mine the path that data packets should traverse to reach
end destinations. This problem is usually addressed by
devices known as routers, or by routing software in host
platforms. Routers make decisions regarding packet
forwarding based on numeric addresses, rather than
symbolic names. The host computer that originates the
packet (the "source" computer) has the responsibility of
determining the numeric address ("IP address") of the
destination, generally by using services provided by
special network nodes referred to as "name servers".
After determining the IP address of the destination, the
source will send the message, in one or more data pack-
ets, to the local router for further processing.

[0007] There are a number of options that can be em-
ployed by such routers in order to make proper forward-
ing decisions, but they fall into two main categories: the
routers can be pre-programmed with "static" routing in-
formation, or they can run a dynamic routing protocol.
In the latter case, the routers constantly exchange ad-
ministrative data packets throughout the network; these
administrative data packets contain the information re-
quired for the routers to find paths to the destinations of
interest. The first approach ("static routing"), has the ad-
vantage of not requiring continual usage of network
bandwidth for the exchange of such administrative in-
formation, but has two main disadvantages: First, it
complicates the network planning process, since all
possible routing paths must be anticipated and included
in the routing tables of each router in the network; Sec-
ond, it does not allow adaptations to failed communica-
tion links, or to hosts that join the network at arbitrary
locations after the planning process has been complet-
ed. This second shortcoming may be less important in
an environment where hosts do not move and the com-
munication media are extremely reliable, but is not suit-
able for a wireless network with mobile communication
nodes.

[0008] The second approach ("dynamic routing")
overcomes the disadvantages of the static approach,
but at the cost of the communications load burden on
the communications network of the continuous ex-
change of administrative data packets containing rout-
ing information between each of the routers. In most ap-
plications of the Internet, the additional bandwidth over-
head imposed by these messages does not degrade
network performance significantly. Even in intranets in
which bandwidth has become limited for one reason or
another, the overhead is tolerated because it serves a
necessary function, and because connection to the In-
ternet requires adherence to TCP/IP standards.

[0009] An intranet with an inherently low bandwidth,
however, such as an intranet that includes wireless
LANs, is more significantly affected by the overhead of
these administrative messages used for path finding
and routing purposes. Therefore, there is a need for a
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method of message routing within an intranet that can
operate without the bandwidth overhead usually asso-
ciated with the Internet, but which still allows connection
to the Internet in conformance with TCP/IP standards.
The present invention satisfies this need.

[0010] "Voice and data integration in the air-interface
of microcellular mobile communication system”, N. M.
Mitrou et al., IEEE Transaction on Vehicular Technology,
42 (1993) February, No. 1 New York, US, pages 1-13,
discloses a method for establishing a communications
path between two user terminals (telephones). This
method employs a mobile communication environment
relying on wireless transmission. Actual communica-
tions between the terminals are carried-out via logic
channels between the terminals. Communications be-
tween terminals. can be accomplished via full-duplex
voice connections realized through circuit switching
wherein one channel per direction is allocated exclu-
sively to a connection for its entire duration.

[0011] WO 97/28638 is directed to real-time tele-
phone communications between parties via the Internet.
In order to use conventional telephones, which cannot
be directly connected to the Internet, between each tel-
ephone and the Internet an additional communications
server is arranged. An Internet based communications
path between telephones is established between the
communications servers. Termination of a communica-
tions path between telephones is carried out in response
to a hang-up signal from one the telephones.

SUMMARY OF THE INVENTION

[0012] The present invention resides in a method ac-
cording to claim 1 for establishing a communication path
between two nodes of an intranet without using the con-
ventional path finding and routing techniques associat-
ed with networks. Briefly, and in general terms, the
method of the invention comprises the steps of: using
an auxiliary communication channel to establish
switched virtual circuit between a first router associated
with a first host and a second router associated with a
second host, wherein the first router defines a static
route from the first host to the second host via the
switched virtual circuit based on a first data packet trans-
mitted from the first host and addressed to the second
host; establishing, by the second router, a second static
route from the second host to the first host via the
switched virtual circuit based on source address infor-
mation extracted from the first data packet by the sec-
ond router; transmitting data packets in both directions
over the switched virtual circuit via the first and second
static routes; and deactivating the switched virtual circuit
when packet transmission activity has ceased for a se-
lectedtime interval. Before establishing the switched vir-
tual circuit, the method "finds" the second router asso-
ciated with the second or "destination" host computer.

[0013] As not known from the above discussed Article
"Voice and Data Integration ...", the method according
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to claim 1 defines host and routers associated with each
other, to establish the switched virtual circuit between
the routers and to deactivate the switched virtual circuit
when packet transmission activity has ceased for a se-
lected time.

[0014] Further preferred embodiments of the inven-
tion are defined in the dependent claims.

[0015] It will be appreciated from the foregoing sum-
mary that the present invention represents a significant
improvement in the field of network communication. In
particular, the invention provides a technique for estab-
lishing a communication path in a very-low bandwidth
intranet, such as a wireless intranet, without sacrificing
bandwidth capacity for use by continual administrative
messages. Other aspects and advantages of the inven-
tion will become apparent from the following more de-
tailed description, taken in conjunction with the accom-
panying drawings.

BRIEF DESCRIPTION OF THE DRAWINGS
[0016]

FIG 1 is a block diagram of a wireless intranet em-
ploying the principles of the present invention;
FIG. 2 is flowchart depicting the sequence of oper-
ations performed in accordance with the invention
in establishing a communication path between
nodes A and B of FIG. 1;

FIG. 3 is flowchart depicting the sequence of oper-
ations performed in accordance with the invention
in establishing a communication path between
nodes E and F of FIG. 1; and

FIG. 4 is a diagram depicting time slot types in a
time-division multiple-access communication chan-
nel.

DESCRIPTION OF THE PREFERRED EMBODIMENT

[0017] Asshown in the drawings for purposes of illus-
tration, the present invention pertains to a method for
establishing a communication path between two nodes
of a computer intranet without the costly bandwidth
overhead usually associated with path finding and rout-
ing functions in a network.

[0018] FIG. 1 is an illustrative intranet employing the
present invention and having three wireless networks,
indicated by reference numerals 10, 12 and 14, respec-
tively. Wireless network 10 differs from the other two
wireless networks in that it has a coordination channel
associated with it. A coordination channel is a separate
radio communication channel through which all the
nodes connected to the network may communicate in-
dependently of a main communication channel through
which data packets are transmitted. The coordination
channel may be used in a wireless network to avoid or
reduce collisions between transmissions from different
nodes. Networks conventicnally employ collision sens-
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ing and repeated transmissions to avoid conflicts be-
tween messages from different sources, but if collisions
can be prevented by use of the coordination channel,
the useful bandwidth can be increased. The coordina-
tion channel itself uses very little bandwidth and may,
for example, be accommodated in a different frequency
band from the main communication channel, or may uti-
lize a separate time slot if time division multiplexing is
used. A specific implementation of the coordination
channel is further described below with reference to
FIG. 4.

[0019] The wireless networks 10, 12 and 14 each
have a plurality of switch nodes or routers 16 connected
to them. Each router 16 may be connected to one or
more of the networks 10, 12 and 14 and to other net-
works not shown in the figure. Each router 16 may also
have a plurality endnodes or hosts 18 connected to it.
Any of these hosts 18 should be able to communicate
with any other of the hosts. The difficulty, as described
earlier in this specification, is that the router 16 associ-
ated with a source host 18 must have address informa-
tion pertaining to the router associated with a destination
host. Maintaining this address information using a con-
ventional Internet approach requires the continual trans-
mission of administrative messages, and this imposes
a sometimes unacceptable bandwidth overhead for
wireless intranets.

[0020] In accordance with the invention, communica-
tion between hosts 18 in an intranet is effected by es-
tablishing a pathway between the hosts at the time that
transmission of a message or messages is desired.
Moreover, establishment of the message pathway or
route is achieved by use of the coordination channel of
at least one network in the intranet. The following exam-
ple should clarify this concept.

[0021] Suppose the user of host A, indicated by ref-
erence numeral 18A, wishes to establish communica-
tion with the user of host B 18B. Both host A and host
B are connectable, through respective routers 16A and
16B, to wireless network 10, which includes a coordina-
tion channel. The steps by which a communication path
is established between host A and host B are specified
in the flowchart of FIG. 2. First, as shown in block 30,
host A sends a message destined for host B to its (host
A's) local router 16A. At this stage, router 16A already
knows, or can obtain, host B's IP (Internet protocol) ad-
dress. Some additional terms need to be defined by way
of further background before continuing this description.
[0022] Computer network architecture is usually de-
signed and described in terms different functional lay-
ers, in accordance with the OS| (Open Systems Inter-
connection) Reference Model defined by the ISO (Inter-
national Standards Organization). The basic principal of
layering is that each layer is responsible for providing
some service to the layer above and does so by using
the services of the layer below. Each layer communi-
cates with its peer layer in other nodes of the network,
through use of a protocol for thaf layer, and this commu-
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nication is accomplished by direct communication with
the layer immediately below. For purposes of this dis-
cussion, the lowest three layers of the OS| model are
relevant.

[0023] The lowest layer is the physical layer, the spe-
cifics of which are dependent on the nature of the trans-
mission medium used by the network. The physical lay-
er protocol deals with such issues as conversion of bits
of information into electrical signals and bit-level syn-
chronization in a data transmission. The next layer
abovethe physical layer is called the data link layer, and
its function is to transmit blocks of information across a
communication link. Another important function is ad-
dressing of individual hosts in a LAN, using a datalink
layer address.

[0024] The next layer up is called the network layer,
and its function is to allow any pair of nodes in the net-
workto communicate with each other. The network layer
protocol deals with such issues as finding a path through
a series of interconnected nodes, data packet fragmen-
tation and re-assembly, when needed, and congestion
control. Other layers above the network layer in the OSI
model include the transport layer, the session layer, the
presentation layer and the application layer, but these
are not material to the present discussion. A data packet
generated in the application layer for transmission onto
the network is processed through successively lower
layers until it reaches the physical layer and the trans-
mission medium. The session layer adds a session
header to the packet, the transport layer adds a trans-
port header, the network layer adds a network header,
and the data link layer adds a data link header. When
the same data packet passes up through the layers in
a receiving node, these headers are processed by the
respective layers and stripped off the data packet.
[0025] The network header includes such information
as a destination address. Intermediate nodes designat-
ed as routers perform their function at the network layer
level, specifically by using information in the network
header of each data packet. The router determines,
from the destination network layer address in the net-
work header, which direction to transmit the packet. Be-
fore retransmission, the network header may be updat-
edto reflect that the packet has been processed through
this particular route "hop."

[0026] By way of further background, transmission of
data between two end nodes in a large network may be
effected by either of two general techniques. One is re-
ferred to as "connectionless" data exchange, or "data-
gram," in which each data packet is routed through the
network independently of other packets. The network
does its best to deliver all the packets pertaining to a
single message in their original sequence, but there is
some probability that this may not happen. The other
approach is connection-oriented service, in which a
more permanent virtual connection is established be-
tween two nodes in a network and, once the connection
is established, two-way communication may proceed
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without concern for independent packets being lost or
transposed, because the packets are all transmitted
along the same route in sequence. The present inven-
tion avoids the difficulties of the prior art by establishing
a virtual circuit between two network nodes, as will now
be described in further detail.

[0027] As already noted above with respect to block
30, the first step in establishing the virtual circuit is for
host 18A to transmit a packet addressed to host 18B to
host A's local router 16A. Next, as indicated in block 32,
router 16A broadcasts an address resolution protocol
(ARP) query over the coordination channel of the wire-
less network 10. A further digression is needed at this
point to explain the need for this step.

[0028] Router 16A is assumed to know already the IP
address (network layer address) of the destination host
18B. Unfortunately, a destination address in the form of
a 32-bit network layer address is sufficient to reach a
destination end node or host system if the host is at-
tached to the network directly with a dedicated point-to-
point link between the host and a router. In the more
general case, the destination host may be attached to
a LAN, which is in turn attached to the network through
one or more routers. In this instance, delivery of a mes-
sage to its final destination host requires knowledge of
the host's data link layer address, which is not always
known to routers.

[0029] The ARP query allows an originating router to
learnthe data link layer address corresponding to a des-
tination hostfor which a network layer address is known.
In the example shown in FIG. 1, all of the hosts 18 and
routers 16 connected to the wireless network 10 receive
the ARP query over the coordination channel. Router
16B, which has knowledge of host 18B's address, trans-
mits an ARP response message over the coordination
channel, as indicated in block 34. The ARP response
message includes the requested datalink layer address
for destination host 18B. In accordance with a standard
established for some types of LANs, the data link layer
is subdivided into two sublayers, one of which is the me-
dium access control (MAC) layer. Therefore, the ad-
dress provided in an ARP response is sometimes re-
ferred to as the MAC sublayer address.

[0030] Next, router 16A, with knowledge of the com-
plete destination address for host 18B, establishes an
emulated switched virtual circuit (SVYC) between host
18A and host 18B, as indicated in block 36. SVC is the
terminology used in the connection-oriented network
layer protocol of the ISO, and is sometimes referred to
as "X.25" service, a protocol originally developed by the
CCITT (Comitd Consultatif Internationale de Tele-
graphiqud et Telephoniqud). Router 16A defines a static
route to host 18B via the new switched virtual circuit, by
transmitting a special message sequence to a network
controf station 38 of the wireless network 10. The emu-
lated SVC is indicated by the line 40 between the routers
16A and 16B.

[0031] A first data packet is then transmitted over the
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new circuit, as indicated in block 42. The transmitted
packet passes from host 18A to router 16A, and from
there via the virtual circuit to router 16B, which routes
the packet to host 18B. When this first data packet is
processed by router 16B, source address information is
extracted from the packet header and used to establish
a static route back to host 18A by the new virtual circuit.
[0032] Other data packets may then be transmitted in
either direction between the hosts 18A and 18B, as in-
dicated in block 44. Finally, as indicated in block 46, after
the circuit has been inactive for a selected time period,
routers 16A and 16B deactivate the switched virtual cir-
cuit.

[0033] It will be observed from FIG.1 that not all of the
hosts 18 are connected directly to the wireless network
10 with the coordination channel. For example, a differ-
ent problem is presented in establishing communica-
tions between host 18E, which is connected to wireless
network 12 through router 16E, and host 18F, which is
connected to wireless network 14 through router 16F.
The steps followed to establish this connection are
shown in FIG. 3.

[0034] First, as indicated in block 50, host 18E trans-
mits a data packet addressed to host F to its local router
16E. Router 16E forwards the packet to a gateway rout-
er 16C that provides a connection to the network 10 with
the coordination channel, as indicated in block 52, using
a previously determined datalink layer address for rout-
er 16C.

[0035] Then gateway router 16C broadcasts an ARP
query message over the coordination channel, as indi-
cated in block 54, requesting the datalink layer, or MAC
sublayer, address for host 18F. Gateway router 16D
sends a proxy ARP response on behalf of host 18F, as
indicated in block 56, providing the MAC sublayer ad-
dress corresponding to the interface between router
16D and wireless network 10. Gateway router 16D re-
sponds to the ARP query because the router has the IP
address for host 18F in a "client list" maintained in this
router.

[0036] As indicated in block 58, a switched virtual cir-
cuit is established between routers 16C and 16D, as in-
dicated by line 59, in the same manner as described in
the previous example using hosts 18A and 18B as the
source and destination. As indicated in block 60, data
packets are transmitted in both directions through the
established circuit. Packets for host 18F arriving at rout-
er 16D are forwarded through network 14 in a conven-
tional manner. Similarly, packets for host 18E are for-
warded through network 12 in a conventional manner.
Finally, as indicated in block 62, routers 16C and 16D
inactivate the circuit after a period of inactivity has been
sensed.

[0037] The coordination channel of the wireless net-
work 10is implemented in a presently preferred embod-
iment by employing a time-division multiple-access (TD-
MA) technique. Basically, the time available for broad-
cast over a wireless communication channel is divided
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into time slots that are allocated to carry specific types
of information on TDMA sub-channels. As indicated in
FIG. 4, one set of time slots, referred to as type A slots,
is reserved exclusively to carry coordination channel
messages, such as the ARP requests described in block
32 (FIG. 2) and block 54 (FIG. 3). Regular message traf-
fic between hosts 18 is transmitted during time slots of
type B, for which the nodes may have to contend in ac-
cordance with conventional CSMA (collision sense mul-
tiple-access) rules. A third time slot type (C) is used to
perform an automatic relaying function. Hosts 18 on the
coordination network automatically re-broadcast coor-
dination network messages in one of the relay time slots.
The proportion of time slots allocated to each type may
be selected or adjusted in accordance with the network
configuration ortraffic conditions. In one implementation
of an intranet having approximately 1,000 wireless
nodes, path finding in accordance with the invention is
effective close to 100% of the time of operation, but uses
only about 1% of the network capacity.

[0038] Inthe currently implemented embodiment, the
nodes are divided into two layers. Only about one-third
of the nodes participate directly in the path-finding /
physical-address-determination process, using auto-
matically relayed broadcasts over the coordination
channel. The remaining nodes are serviced using a
"proxy" concept. Each of the directly participating nodes
maintains a list of some of the nodes that participate only
by proxy, and which can be reached in only one "hop"
from the directly participating node. When a request to
establish connection service is received by a participat-
ing node acting as a proxy, the receiving node responds
as if the request was intended for the directly participat-
ing node. On receipt of data messages, the proxy node
forwards them to the intended destination. Protocol
mechanisms ensure that the proxy lists are maintained
automatically and that no more than one proxy node re-
sponds to an original service request on the coordina-
tion network. An alternative to this two-layer configura-
tion is a single-layer configuration in which every node
in the intranet listens to directly for service requests
broadcast on the coordination network.

[0039] As noted above, the presentinvention is imple-
mented in an intranet that has relatively low bandwidth
capacity. Such an intranet may, however, still interface
with components of a larger internet, such as the Inter-
net. The interface will normally be effected through rout-
ers that have connections to both the intranet and the
internet. These routers must execute standard exterior
gateway protocols in order to connect the intranet prop-
erly with the larger-scale internet.

[0040] It will be appreciated from the foregoing that
the present invention represents a significant improve-
ment in techniques for establishing a communication
path in a large interconnected network having limited
bandwidth capacity. In particular, the invention provides
for establishment of a virtual circuit between any two
hosts in the network, using a coordination channelto set
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up the virtual circuit without the need for the transmis-
sion of large numbers of administrative messages,
which can occupy a large proportion of the available
bandwidth. It will also be appreciated that, although an
illustrative embodiment of the invention has been de-
scribed in detail, various modifications may be made.
For example, the coordination channel may be imple-
mented using multiplexing schemes other than TDMA,
such as wavelength division multiplexing.

Claims

1. A method for establishing a communications path
between two host computers in a low-band width
intranet (10), comprising the steps of:

- using an auxiliary communication channel to
establish a switched virtual circuit (40; 59) be-
tween a first router (16A; 16C) associated with
a first host (18A; 18E) and a second router
(16B; 16D) associated with asecond host (18B;
18F), wherein thefirstrouter (16A; 16C) defines
a first static route from the first host (18A; 18E)
to the second host (18B; 18F) via the switched
virtual circuit (40; 59) based on afirst data pack-
ettransmitted from the first host (18A; 18E) and
addressed to the second host (18B; 18F);

- establishing, by the second router (16B; 16D),
a second static route from the second host
(18B; 18F) to the first host (18A; 18E) via the
switched virtual circuit (40; 59) based on source
address information extracted from the first da-
ta packet by the second router (16B; 16D); and

- transmitting data packets in both directions
over the switched virtual circuit (40; 59) via the
first and second static routes; and

- deactivating the switched virtual circuit (40; 59)
when packet transmission activity has ceased
for a selected time interval.

2. The method as defined in claim 1, comprising the
steps of:

- transmitting from the first host (18A; 18E) the
first data packet addressed to the second host
(18B; 18F);

- receiving the first data packet at the first router
(16A; 16C) connected to an intranet (10);

- broadcasting from the first router (16A; 16C),
over an auxiliary communication channel, a re-
quest message identifying the second host
(18B; 18F);

- receiving the request message at the second
router (16B; 16D), which recognizes the sec-
ond host (18B; 18F) identified in the request
message, the second router (16B; 16D) con-
nected to the intranet (10);
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- transmitting over the auxiliary communication
channel a response to the request message
from the second router (16B; 16D) to the first
router (16A; 16C), the response providing a
complete address for the second host (18B;
18F);

- establishing in the first router (16A; 16C), upon
receivingthe responseto the request message,
the switched virtual circuit (40; 59) between the
first and second routers (16A, 16B; 16C, 16D);

- transmitting the first data packet from the first
router (16A; 16C) to the second router (16B;
16D) over the switched virtual circuit (40; 59);
and

- transmitting the first data packet from the sec-
ond router (16B; 16D) to the second host (18B;
18F) to complete delivery of the first data pack-
et.

The method as defined in claim 1 or 2, comprising
the steps of:

- retrieving the address of the first host (18A;
18E) from the first data packet upon its arrival
at the second router (16B; 16D); and

- usingthe address of the first host (18A, 18E) in
the second router (16B; 16D) to establish a re-
turn path for data packets to be transmitted
fromthe second host (18B; 18F) to the first host
(18A; 18E).

The method as defined in claim 3, comprising the
step of:

- transmitting second and additional data pack-
ets from the second host (18B; 18F) to the first
host (18A; 18E) over the switched virtual circuit
(40; 59).

The method as defined in claim 4, comprising the
step of:

- transmitting additional data packets from the
first host (18A; 18E) to the second host (18B;
18F) over the switched virtual circuit (40; 59).

The method as defined in claim 5, comprising the
steps of:

- sensing in one of the first and second routers
(16A, 16B; 16C, 16D) that data packet trans-
mission over the switched virtual circuit (40; 59)
has ceased for the selected time interval; and

- deactivating the switched virtual circuit (40; 59)
between the first and second hosts (18A, 18B;
18E, 18F) when the sensing step determines
that the selected time interval has elapsed.

10

15

20

25

30

35

40

45

50

55

7.

10.

1.

12.

The method as defined in one of the claims 1 to 6,
comprising the step of:

- transmittingfromthe first host (18A) the first da-
ta packet to a router (16A) associated with the
first host (18A), this router being the first router
(16A).

The method as defined in one of the claims 1 to 6,
comprising the step of:

- transmittingfromthe first host (18E) the first da-
ta packet to the first router (16C) through a first
network (12).

The method as defined in one of the claims 1 to 6
and 8, comprising the steps of:

- transmittingfromthe first host (18E) the first da-
ta packet to a third router (16E) being associ-
ated with the first host (18E); and

- transmitting from the third router (16E) the first
data packet to the first router (16C).

The method as defined in one of the claims 1 to 9,
comprising the step of:

- transmitting the first data packet to the second
host (18B) from a router (16B) associated with
the second host (18B), this router being the
second router (16B).

The method as defined in one of the claims 1 to 9,
comprising the step of:

- transmitting the first data packet from the sec-
ond router (16D) to the second host (18F)
through a second network (14).

The method as defined in one of the claims 1 to 9
and 11, comprising the steps of:

- transmitting the first data packet from the sec-
ond router (16D) to a fourth router (16F) being
associated with the second host (18F); and

- transmitting the first data packet from the fourth
router (16F) to the second host (18F) to com-
plete delivery of the first data packet.

Patentanspriiche

1.

Verfahren zur Aufbauen eines Kommunikations-
wegs zwischen zwei Host-Computern in einem In-
tranet (10) geringer Bandbreite, die Schritte umfas-
send:

- Verwenden eines Hilfskommunikationskanals,
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um einen geschalteten virtuellen Kreis (40; 59)
zwischen einem einem ersten Host (18A; 18E)
zugeordneten, ersten Router (16A; 16C) und
einem einem zweiten Host (18B; 18F) zugeord-
neten, zweiten Router (16B; 16D) aufzubauen,
wobei der erste Router (16A; 16C) eine erste
statische Route von dem ersten Host (18A;
18E) zu dem zweiten Host (18D; 18F) tiber den
geschalteten virtuellen Kreis (40; 59) basierend
auf einem von dem ersten Host (18A; 18E)
Ubertragenen und an den zweiten Host (18B;
18F) adressierten, ersten Datenpaket definiert,
Aufbauen einer zweiten statischen Route durch
den zweiten Router (16B; 16D) von dem zwei-
ten Host (18B; 18F) zu dem ersten Host (18A;
18E) Uber den geschalteten virtuellen Kreis
(40; 59) basierend auf von dem zweiten Router
(16B; 16D) aus dem ersten Datenpaket exira-
hierten Quellenadressinformationen, und
Ubertragen von Datenpaketen in beide Rich-
tungen Uber den geschalteten virtuellen Kreis
(40; 59) Uber die ersten und zweiten statischen
Routen, und

Deaktivieren des geschalteten virtuellen Krei-
ses (40; 59), wenn die Paketlbertragungsakti-
vitat fur ein ausgewéhltes Zeitintervall aufge-
hért hat.

Verfahren nach Anspruch 1, mit den Schritten:

Ubertragen von dem ersten Hest (18A; 18E)
des an den zweiten Host (18D; 18F) adressier-
ten, ersten Datenpakets,

Empfangen des ersten Datenpakets bei dem
mit einem Intranet (10) verbunden, ersten Rou-
ter (16A; 16C),

Ubertragen einer den zweiten Host (18B; 18F)
identifizierende Anfragenachricht per Broad-
cast von dem ersten Router (16A; 16C) Uber
einen Hilfskommunikationskanal,

Empfangen der Anfragenachricht bei dem
zweiten Router (16B; 16D), der den in der An-
fragenachricht identifizierten, zweiten Host
(18B; 18F) erkennt, wobei der zweite Router
(16B; 16D) mit dem Intranet (10) verbunden ist,
Ubertragen einer Antwort auf die Anfragenach-
richt von dem zweiten Router (16B; 16D) zu
dem ersten Router (16A; 16C) lUiber den Hilfs-
kommunikationskanal, wobei die Antwort eine
vollstdndige Adresse fir den zweiten Host
(18B; 18F) bereitstellt,

Aufbauen des geschalteten virtuellen Kreises
(40; 59) zwischen den ersten und zweiten Rou-
tern (16A; 16B; 16C; 16D) in dem ersten Router
(16A; 16C) beim Empfang der Antwort auf die
Anfragenachricht,

Ubertragen des ersten Datenpakets von dem
ersten Router (16A; 16C) zu dem zweiten Rou-
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ter (16B; 16D) uber den geschalteten virtuellen
Kreis (40; 59), und

- Ubertragen des ersten Datenpakets von dem
zweiten Router (16B; 16D) zu dem zweiten
Host (18B; 18F), um die Zustellung des ersten
Datenpakets abzuschlieBen.

Verfahren nach Anspruch 1 oder 2, mit den Schrit-
ten:

- Wiedererlangen der Adresse des ersten Hosts
(18A; 18B) aus dem ersten Datenpaket bei des-
sen Ankunft an dem zweiten Router (16B;
16D), und

- Verwenden der Adresse des ersten Hosts
(18A; 18E) in dem zweiten Router (16B; 16D),
um einen Ruckweg flr von dem zweiten Host
(18B; 18F) zu dem ersten Host (18A; 18E) zu
Ubertragende Datenpakete aufzubauen.

Verfahren nach Anspruch 3, mit dem Schritt:

- Ubertragen von zweiten und zusatzlichen Da-
tenpaketen von dem zweiten Host (18B; 18F)
zu dem ersten Host (18A; 18E) uber den ge-
schalteten virtuellen Kreis (40; 59).

Verfahren nach Anspruch 4, mit dem Schritt:

- Ubertragen von zusétzlichen Datenpaketen
von dem ersten Host (18A; 18E) zu dem zwei-
ten Host (18B; 18F) Uiber den geschalteten vir-
tuellen Kreis (40; 59).

Verfahren nach Anspruch 5, mit den Schritten:

- Erfassenin einem der ersten und zweiten Rou-
ter (16A. 16B; 16C, 16D), das die Datenpaket-
Ubertragung Uber den geschalteten virtuellen
Kreis (40; 59) fir das ausgewdhlte Zeitintervall
aufgehért hat, und

- Deaktivieren des geschalteten virtuellen Krei-
ses (40; 59) zwischen den ersten und zweiten
Host (18A, 18B; 18E, 18F), wenn der Erfas-
sungsschritt feststellt, dass das ausgewdhlte
Zeitintervall abgelaufen ist.

Verfahren nach einem der Anspriiche 1 bis 6, mit
dem Schritt:

- Ubertragen des ersten Datenpakets von dem
ersten Host (18A) zu einem Router (16A), der
dem ersten Host (18A) zugeordnet ist, wobei
dieser Router der erste Router (16A) ist.

Verfahren nach einem der Anspriiche 1 bis 6, mit
dem Schritt:
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- Ubertragen des ersten Datenpakets von dem
ersten Host (18E) zu dem ersten Router (16C)
Uber ein erstes Netzwerk (12).

9. Verfahren nach einem der Anspriiche 1 bis 6 und

8, mit den Schritten:

- Ubertragen des ersten Datenpakets von dem
ersten Host (18E) zu einem dritten Router
(16E), der dem ersten Host (18E) zugeordnet
ist, und

- Ubertragen des ersten Datenpakets von dem
dritten Router (16E) zu dem ersten Router
(16C).

10. Verfahren nach einem der Anspriiche 1 bis 9, mit

dem Schritt:

- Ubertragen des ersten Datenpakets zu dem
zweiten Host (18B) von einem Router (16B),
derdem zweiten Host (18B) zugeordnetist, wo-
bei dieser Router der zweite Router (16B) ist.

11. Verfahren nach einem der Anspriiche 1 bis 9, mit

dem Schritt:

- Ubertragen des ersten Datenpakets von dem
zweiten Router (16D) zu dem zweiten Host
(18F) durch ein zweites Netzwerk (14).

12. Verfahren nach einem der Anspriiche 1 bis 9 und

11, mit den Schritten:

- Ubertragen des ersten Datenpakts von dem
zweiten Router (16D) zu einem vierten Router
(16F), der dem zweiten Host (18F) zugeordnet
ist, und

- Ubertragen des ersten Datenpakets von dem
vierten Router (16F) zu dem zweiten Host
(18F), um die Zustellung des ersten Datenpa-
kets abzuschlieBen.

Revendications

Un procédé pour établir un canal de transmission
entre deux ordinateurs hétes dans un intranet a fai-
ble bande passante (10), comportant les étapes de:

- utilisation d'un canal de transmission auxiliaire
pour établir un circuit virtuel commuté (40; 59)
entre un premier routeur (16A; 16C) associé a
un premier héte (18A; 18E) et un deuxiéme rou-
teur (16B; 16D) associé a un deuxiéme hbte
(18B; 18F), dans lequel le premier routeur
(16A; 16C) définit une premiére route statique
entre le premier hote (18B; 18E) et le deuxiéme
héte (18B; 18F) par l'intermédiaire du circuit vir-
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tuel commuté (40; 59) basé sur un premier pa-
quet de données transmis a partir du premier
héte (18A; 18E) et adressé au deuxiéme hbte
(18B; 18F);

- établissement, par le deuxiéeme routeur (16B;
16D), d'une deuxiéme route statique du deuxié-
me hbte (18B; 18F) au premier hbte (18A; 18E)
par lintermédiaire du circuit virtuel commuté
(40; 59) basé sur 'information d'adresse source
extraite du premier paquet de données par le
deuxiéme routeur (16B; 16D); et

- transmission de paquets de données dans les
deux directions par le circuit virtuel commuté
(40; 59) par lintermédiaire des premiére et
deuxiéme routes statiques; et

- désactivation du circuit virtuel commuté (40;
59) quand l'activité de transmission de paquet
a cessée pour un intervalle de temps choisi.

Le procédé comme défini dans la revendication 1,
comportant les étapes de:

- transmission a partir du premier héte (18A;
18E) du premier paquet de données adressé
au deuxieme héte (18B; 18F);

- réception du premier paquet de données au
premier routeur (16A; 16C) connecté a un in-
tranet (10);

- émission a partir du premier routeur (16A;
16C), par un canal de transmission auxiliaire,
d'un message de demande identifiant le
deuxieme héte (18B; 18F);

- réception du message de demande au deuxié-
me routeur (16B; 16D), qui reconnait le deuxié-
me héte (18B; 18F) identifié dans le message
de demande, le deuxiéme routeur (16B; 16D)
connecté a l'intranet (10);

- transmission par le canal de transmission auxi-
liaire d'une réponse au message de demande
du deuxiéme routeur (16B; 16D) au premier
routeur (16A; 16C), la réponse fournissant une
adresse compléte pour le deuxiéme héte (18B;
18F);

- établissement dans le premier routeur (16A;
16C), lors de la réception de laréponse au mes-
sage de demande, du circuit virtuel commuté
(40; 59) entre les premiers et deuxiemes rou-
teurs (16A, 16B; 16C, 16D);

- transmission du premier paquet de données a
partir du premier routeur (16A; 16C) jusqu'au
deuxiéme routeur (16B; 16D) par le circuit vir-
tuel commuté (40; 59); et

- transmission du premier paquet de données a
partir du deuxiéme routeur (16B; 16D) jusqu'au
deuxiéme hbéte (18B; 18F) pour compléter la li-
vraison du premier paquet de données.

Le procédé comme défini dans la revendication 1
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ou 2, comportant les étapes de:

- recherche de l'adresse du premier héte (18A;
18E) a partir du premier paquet de données lors
de son arrivée au deuxiéme routeur (16B; 16D);
et

- utilisation de l'adresse du premier héte (18A;
18E) dans le deuxiéme routeur (168; 16D) pour
établir un chemin de retour pour que les pa-
quets de données soient transmis du deuxiéme
héte (18B; 18F) au premier héte (18A; 18E).

Le procédé comme défini dans la revendication 3,
comportant 'étape de:

- transmission du deuxiéme paquet de données
et des paquet de données additionnels & partir
du deuxiéme héte (18B; 18F) jusqu'au premier
héte (18A; 18E) par le circuit virtuel commuté
(40; 59).

Le procédé comme défini dans la revendication 4,
comportant 'étape de:

- transmission des paquets de données addition-
nels entre le deuxiéme héte (18A; 18E) et le
premier hote (18B; 18F) par le circuit virtuel
commuté (40; 59).

Le procédé comme défini dans la revendication 5,
comportant les étapes de:

- détection dans un des premiers et deuxiémes
routeurs (16A, 16B; 16C, 16D) que la transmis-
sion de paquet de données par le circuit virtuel
commuté (40; 59) a cessée pour l'intervalle de
temps choisi; et

- désactivation du circuit virtuel commuté (40;
59) entre les premiers et deuxiémes hétes
(18A, 18B; 18E, 18F) quand I'étape de détec-
tion détermine que l'intervalle de temps choisi
s'est écoulé.

Le procédé comme défini dans une des revendica-
tions 1 & 6, comportant I'étape de:

- transmission & partir du premier hote (18A) du
premier paquet de données jusqu'a un routeur
(16A) associé au premier héte (18A), ce routeur
étant le premier routeur (16A).

Le procédé comme défini dans une des revendica-
tions 1 & 6, comportant I'étape de:

- transmission & partir du premier héte (18E) du
premier paquet de données jusqu'au premier
routeur (16C) a travers un premier réseau (12).
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10

10.

1.

12.

Le procédé comme défini dans une des revendica-
tions 1 & 6 et 8, comportant les étapes de:

- transmission & partir du premier héte (18E) du
premier paquet de données jusqu'a un troisié-
me routeur (16E) étant associé au premier hbte
(18E); et

- transmission a partir du troisieme routeur (16E)
du premier paquet de données jusqu'au pre-
mier routeur (16C).

Le procédé comme défini dans une des revendica-
tions 1 & 9, comportant I'étape de:

- transmission du premier paquet de données au
deuxiéme héte (18B) a partir d'un routeur (16B)
associé au deuxiéme héte (18B), ce routeur
étant le deuxieme routeur (16B).

Le procédé comme défini dans une des revendica-
tions 1 & 9, comportant I'étape de:

- transmission du premier paquet de données
depuis le deuxiéme routeur (16D) jusqu'au
deuxiéme héte (18F) a travers un deuxieme ré-
seau (14).

Le procédé comme défini dans une des revendica-
tions 1 & 9 et 11, comportant les étapes de:

- transmission du premier paquet de données a
partir du deuxiéme routeur (16D) jusqu'a un
quatrieme routeur (16F) étant associé a un
deuxiéme hote (18F); et

- transmission du premier paquet de données a
partir du quatriéme routeur (16F) jusqu'au
deuxiéme hote (18F) pour compléter la livrai-
son du premier paquet de données.
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