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(57)  An Integrated Digital Production Line for Full-
Motion Visual Products is a fully-integrated digital proc-
ess which has application in many industries, including
entertainment (e.g., movie, TV) and government (e.g.,
test range activity, intelligence). The entire process in-
cludes the phases of (1) Project Planning, (2) Content
Creation, (3) Content Management, and (4) Content
Distribution/ Use. Throughout, the visual content is han-
dled in a totally secure (e.g., encrypted) manner over a
virtual private network (120), wherein only those author-
ized to use or view the visual product can do so, and

wherein there is the ability to monitor use so that the
user can be charged for its use or viewing. There is also
an integrated process to bill automatically the user or
exhibitor for such use or viewing, and to pass the reve-
nue to the owner of the content. According to an embod-
iment, a virtual private network (120) includes a network
(116) for interconnecting several entities, including user
equipment (310 or 312), content acquisition equipment
(330), a digital hub (110), a network operations center
(112) and a content exhibitor/set-top box equipment
(320).

Printed by Jouve, 75001 PARIS (FR)



1 EP 1 146 742 A1 2

Description
BACKGROUND

Field of the Invention

[0001] The invention generally relates to computers
and visual products, and more particularly, to an inte-
grated digital production line for full motion visual prod-
ucts.

Discussion

[0002] The process of generating a full motion visual
product (e.g., movie, television program or other video
product) includes a number of activities which are pres-
ently performed piecemeal, using a time-consuming
process that typically includes cne or more manual
phases. This process can be separated into several
phases or steps including 1) project planning; 2) content
creation; 3) content distribution/use; and 4) content
management.

[0003] During a project planning phase the users (di-
rector, producer, script writer, and other assistants) must
obtain approvals (e.g., obtain permits for location shoot-
ing a project, obtain permission from superiors to take
specific actions or expend specific funds, obtain fund-
ing). The planning phase typically culminates with a go-
ahead approval and funding for the project. Currently,
these activities are performed piecemeal, with the user
having to start from scratch for each new project using
time-consuming manual processes.

[0004] Presently in the contentcreation phase, the ac-
quisition of data or film shooting is performed using cam-
eras. Typically in the current process, the film negatives
are then sent physically to a film processing lab, often
in Los Angeles, for development and color correction.
Prints are then made so that the content can be re-
viewed by directors, producers, editors, etc. Additional
time may be necessary to convert the film to a digitized
format, add special effects, and then convert the video
back to film. This process can take one or more days,
during which time the set on location must typically be
maintained in case re-shooting is necessary. The edited
film is then shipped back to the users for further review.
[0005] Inaddition, systems have been tested thatpro-
vide electronic techniques for sharing audio/video con-
tent with multiple users across a network, and allowing
the content to be electronically edited and returned.
However, such systems are usually very limited and also
do not provide a fully integrated system for full-motion
visual content in a total digital format, from project plan-
ning to display/exhibition (e.g., including content man-
agement and content distribution).

[0006] Currently, in a content distribution phase, hun-
dreds or thousands of copies are made of the final ver-
sion of the final visual product or film. In the current "re-
tail" distribution process for movies, this is accom-
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plishedin the color labs where a labor-intensive process
of actually watching some of the copies is performed to
insure quality control. Film canisters are then distributed
via truck and/or aircraft to distribution centers and again
physically distributed to theaters where multiple film
canisters for each film are kept near the projector, man-
ually loaded, run, changed, and put back in the canister
for the next showing.

[0007] In addition, content is presently managed to
ensure that it is delivered to the user in a secure and
timely manner and that the content owner is compen-
sated for its use. In addition, the film is managed to as-
sure that the right number of copies go to the right plac-
es, security is maintained (to prevent unlawful copying
for the movie industry, and to properly handle classified
information forthe government applications), and usage
monitored to ensure payments are made to the content
owner. Presently there are very weak checks and guar-
antees in the current process, and piracy of images and
visual products is a major problem. Physical control of
the products is very difficult with so many copies provid-
ed to so many locations, and the need for materials to
be handled by relatively junior employees. As a result,
the present approach to generating full-motion visual
products can be both very expensive and time-consum-
ing.

[0008] Therefore, a need exists for an improved tech-
nique for generating full motion visual products which is
less expensive and more efficient than techniques pres-
ently available.

SUMMARY OF THE INVENTION

[0009] AnintegratedDigital production line for fullmo-
tion visual products is provided. According to an embod-
iment, several separate processes are integrated into
one secure digital process. These processes are tied or
connected together via a secure, high-bandwidth, virtu-
al-private network. The process for full motion visual
products goes from initiation or planning of the project,
all the way through the actual distribution and use of the
content.

[0010] A virtual private network allows various users
(editors, producers, director, etc.) to electronically per-
form many functions of the various phases of the inte-
grated digital production line for full-motion visual prod-
ucts. The integrated digital production line for full motion
visual products relates to the creation, management,
distribution, etc. of full-motion visual content in a total
digital format, typically from conceptual planning to dis-
play/exhibition. The general process involves the phas-
es of project planning, content creation, content man-
agement, and content distribution/use. Throughout the
process, the audio/video content (and all data associat-
ed with it) are readily available to those persons and sys-
tems with the appropriate access authorization through
the virtual private network.



3 EP 1146 742 A1 4

BRIEF DESCRIPTION OF THE DRAWINGS

[0011] The foregoing and a better understanding of
the present invention will become apparent from the fol-
lowing detailed description of exemplary embodiments
andthe claims when read in connection with the accom-
panying drawings, all forming a part of the disclosure of
this invention. While the foregoing and following written
and illustrated disclosure focuses on disclosing exam-
ple embodiments of the invention, it should be clearly
understood that the same is by way of illustration and
example only and is not limited thereto. The spirit and
scope of the present invention being limited only by the
terms of the appended claims.

[0012] The following represents brief descriptions of
the drawings, wherein:

Fig. 1 is a block diagram illustrating a secure broad-
band network for full-motion visual products accord-
ing to an example embodiment of the present inven-
tion.

Fig. 2 is a diagram comparing the current approach
with an example integrated digital implementation
for generating visual products according to an ex-
ample embodiment of the invention.

Fig. 3 is a block diagram illustrating a virtual private
network according to an example embodiment of
the invention.

Fig. 4 is a block diagram illustrating content acqui-
sition equipment according to an example embodi-
ment of the invention.

Fig. 5 is a block diagram of a digital hub according
to an example embodiment of the invention.

Fig. 6 is a block diagram illustrating a network op-
erations center according to an example embodi-
ment of the invention.

Fig. 7 is a block diagram illustrating content exhib-
itor consumer equipment according to example em-
bodiment of the invention.

Fig. 8 is a block diagram illustrating user equipment
according to an example embodiment of the inven-
tion.

Fig. 9 is a block diagram illustrating a portion of con-
tent acquisition equipment according to another
embodiment.

DETAILED DESCRIPTION

[0013] Referring to the figures in which like numerals
indicate like elements, Fig. 1 is a block diagram illustrat-
ing a secure broadband network for full-motion visual
products according to an example embodiment of the
present invention. The example secure broadband net-
work in Fig. 1 is implemented in an example embodi-
ment as a virtual private network (VPN) 120 for visual
products. A virtual private network (VPN) generally is a
data network that makes use of the public networks and
infrastructure while maintaining privacy over the VPN
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through the use of security procedures (e.g., encryption/
decryption), tunneling procedures and the like.

[0014] The virtual private network 120 shown in Fig.
1 also generally illustrates various phases of the inte-
grated digital production line for full-motion visual prod-
ucts. The integrated digital production line for full motion
visual products relates to the creation, management,
distribution, etc. of full-motion visual content in a total
digital format, from conceptual planning to display/exhi-
bition. The general process, depicted in Figure 1, in-
volves the phases of project planning 102, content cre-
ation 104, content management 106, and content distri-
bution/use 108. These phases are merely used for ex-
planation purposes of the invention. The phases are not
limited to any particular definition, but rather, many func-
tions may fit within two or more such phases.

[0015] Referringto Fig. 1,the VPN 120 includes many
users (e.g., directors, editors, producers, writers, legal
and finance persons, studios) which are electronically
connected together via a network, such as a public net-
work 116 (or a private network). Network 116 may be
any of a wide variety of networks or infrastructure such
as one or more of public telephone lines, wireless links,
the Internet, etc. Each user is electronically connected
to the network 116 via a computer, such as a personal
computer or other electronic apparatus (e.g., cellular
phone, personal digital assistant and the like).

[0016] A digital hub 110 is also connected to network
116. The digital hub 110 typically includes one or more
data servers for storing content and other information,
executing or running programs. The digital hub 110 also
typically includes at least one switch for routing informa-
tion between users and/or other entities. Several whole-
sale and retail viewing locations (e.g., businesses,
homes and theaters) are also connected to the digital
hub 110 (with each viewing location including a compu-
ter, a server or the like for sending and receiving infor-
mation over the network 116). A network operations
center 112 is connectedtothe network 116 formanaging
the operation of the VPN 120. The various components
shown in Fig. 1 (user's computers, servers, switches,
computers at viewing locations etc.). may therefore
comprise a virtual private network 120 because encry-
tped data may be sent between the various entities (e.
g., users, viewing locations) over the public infrastruc-
ture (e.g., over public network 1186). Other security tech-
niques can also be used.

[0017] According to an embodiment, the various
phases 102, 104, 106 and 108 in Fig. 1 can be per-
formed electronically by users, for example, through a
web-based interface or the like. For example, a server
(or other computer) provided in the digital hub 110 may
include one or more application programs that include
an interface to the users, including menus and options
for users to select using their computers. Thus, by using
their computers to communicate with applications run-
ning on a server at the digital hub 110 or other location,
users can electronically perform a variety of functions
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associated with the digital production line for full-motion
visual products, fromthe project planning phase through
film distribution or release.

[0018] The use of a secure broadband network (such
as VPN 120, Fig. 1) to provide a fully integrated digital
production line for full-motion visual products from con-
ceptual planning to display/exhibition (e.g., including the
phases of project planning 102, content creation 104,
content management 106, and content distribution/use
108) may be used in a wide variety of audio/video ap-
plications. One application is the generation of movies,
television programs and other audio/video products for
entertainment. The various details of this application are
described in detail below.

[0019] Another application is a government applica-
tion at a weapons test range where the government or
military is testing a weapon (e.g., a smart bomb, a new
missile) at a test range. One or more cameras will typi-
cally be positioned to film the actual weapons test from
several different angles (data acquisition). The film may
then be provided for editing or to identify a portion of the
test for review. The edited film may be distributed to a
number of weapons analysts, decision makers, govern-
ment personnel, etc. for further review and study. The
use of a secure broadband network (such as VPN 120,
Fig. 1) to provide a fully integrated digital production line
for full-motion visual products can be advantageously
used in both of these applications, as well as many oth-
ers.

[0020] Each of the phases 102, 104, 106 and 108 will
be briefly described and contrasted with a current proc-
ess which is more expensive and time consuming.
[0021] Duringthe project planning phase 102 (Fig. 1),
the users (director, producer, script writer, test director,
intelligence collection manager, government personnel,
government decision maker for weapons contracts,
etc.) have electronic access to all data necessary to ac-
complish activities relating to planning the project viathe
secure broadband network (e.g., via VPN 120). During
the Project Planning phase, users will be connected via
VPN 120 to a vast array of data bases at many different
geographic locations. Each location on the network will
have the hardware and software to connect securely to
the network. Forexample, the users have access to data
such as researching prior similar projects, reviewing or-
ganization guidelines and rules, reviewing statutory lim-
itations, identifying and marking for subsequent review/
inclusion clips from previous projects, scheduling, budg-
eting, and obtaining approvals (e.g., permits for location
shooting a project, permission from superiors to take
specific actions or expend specific funds, etc.). This data
or information is stored on one or more servers at the
digital hub 110 or is stored at another location and is
made available to users through the digitalhub 110. The
planning phase typically culminates with "go-ahead" ap-
proval and funding for the project. Currently, these ac-
tivities are performed piecemeal, with the user having
to start from scratch for each new project using time-
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consuming, manual processes.

[0022] When starting a new project, users would be
able to gain access to the system over a secure broad-
band network (e.g., VPN 120, Fig. 1) from home, office,
or other location. The user may want to reuse digital
scenes, as opposed to re-shooting on-location for ex-
ample, and the system would show the terms for use
(such as cost by the frame), identify the copyright or oth-
er legal status of a video or document so that the terms-
of-use for it can be defined, verify that the user can have
access to the content as defined by the content owner,
verify payment ability, allow access, deliver the data
over the network, bill the user, and credit the owner's
account. Thus, for example, in the project planning
phase 102 (Fig. 1), users can use their computers to
access one or more sites (e.g., to communicate with
servers at the digital hub 110) to submit requests for per-
mits, submit requests for funding or contact potential in-
vestors to obtainfunding, search digital archives of other
programs for scenes to be re-used, etc.

[0023] Duringthe Content Creation phase 104, acqui-
sition of data occurs usually at a location distant from
one's regular work premises (for example, location-
shooting for a movie, or shooting video of a weapons
test at a test range for a government application); it is
then necessary for the results to be transmitted in a pro-
tected manner to facilities for editing and preparation for
release (a movie or test report).

[0024] Fig. 2 is a diagram illustrating an example in-
tegrated digital implementation 204 of the invention
which is contrasted with a current process 202 (widely
used in the movie business today) for generating visual
(or audio/video) products. As shown in Fig. 2, both proc-
essesmay include seven steps (in this example). At step
1, the image (audio/video) is captured at the shooting
location or test site. At step 2, the content is then digi-
tized to create a digitized audio/video file for editing and
possible inclusion of digital special effects. At step 3, the
content is converted back to film for review. At step 4,
off-line editing of the content is performed. At step 5, the
editing or cuts are reviewed and approved. At step 6,
the changes or edits are implemented to create the fin-
ished visual product. At step 7, the visual product is re-
leased. Steps 1-6 may relate to content creation 104
(Fig. 1).

[0025] In the current process 202 (Fig. 2), the various
steps are typically disjointed and performed over a
lengthy time period, typically requiring users to perform
at least some of the steps manually or physically (as
contrasted with performing these steps electronically
according to an embodiment of the invention). In this ex-
ample embodiment, steps 3, 5 and 7 of the current proc-
ess 202 are typically performed physically or manually,
rather than electronically. As described in greater detail
below, the integrated digital process 204 according to
an embodiment of the invention provides a more effi-
cient and cost-effective approach by allowing each of
steps 1-7 to be performed electronically using the se-
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cure broadband network (e.g., VPN 120, Fig. 1).
[0026] Inthe current process 202, step 1 is the acqui-
sition of content during location shooting using film cam-
eras. In the current process 202, the film negatives are
then sent physically to a film processing lab, often in Los
Angeles, for development and color correction. Prints
are then made so that the content can be reviewed by
directors, producers, editors, etc. This process takes
one to two days, during which time the set on location
must be maintained in case re-shooting is necessary,
which is very expensive. When special effects are add-
ed, the film is first digitized, then sent to the special-ef-
fects facility where the digital effects are added. The re-
sulting digital file is then sent to a facility to have it con-
verted back to film for further review. The final copy,
ready for release, would finally exist as a film, and many
hundreds (often several thousands) of copies would
then be made for distribution to theaters. According to
an embodiment of the improved integrated digital proc-
ess 204 (Fig. 2), in contrast, an electronic version can
be captured in parallel with (or instead of) the film ver-
sion, and sent electronically (e.g., immediately after the
scene or test is complete) over VPN 120 to the editing
and analysis facilities, which might be thousands of
miles away.

[0027] For example, as shown in Fig. 1 for content
creation 104, the film from location shooting is digitized
and electronically sent to the digital hub 110 (and may
be stored on a server at the hub 110). The digitized au-
dio/video file is electronically transmitted from the digital
hub 110 to the editor's computer. The editor may edit the
digitized (audio and video) file by replacing a section of
the video file with a clip or portion of another file, add
audio or text annotations to the file, electronically add
some special effects to the digitized file, insert a scene
or portion of another film or digitized audio/video file, etc.
The edited digitized audio/video file is then sent back to
the director's computer via the digital hub 110. The di-
rector can then review the edited audio and video file,
and may decide to re-shoot a portion, to use the edited
file as is, etc.

[0028] The presentinvention allows the data or audio/
video content to be digital right from acquisition (either
from a digital camera or after being digitized). The
present invention allows the review and approval proc-
ess and time to market to be greatly improved. For ex-
ample, a movie scene can be shot at a location, encoded
and encrypted and then immediately electronically sent
over VPN 120 to a special-effects laboratory. The spe-
cial-effects laboratory (as a user of VPN 120) decrypts
and decodes the received file, and then electronically
adds the pre-planned special effects, re-encodes and
re-encrypts the edited file and then electronically for-
wards the result to an editing facility. The editing facility
(e.g., after decrypting and decoding the file) splices the
new scene in between the scene before and the scene
afterwards, encodes and then encrypts the complete re-
sult and sends the complete result back to the shooting
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location so that the director can review it, and to another
location, so that the producer can review it. The produc-
er and director can consult verbally and visually during
this review. This process enables fully-integrated visual
feedback to directors and producers within several min-
utes, thereby avoiding the costs associated with unnec-
essarily maintaining the location shoot while waiting for
the current process to complete.

[0029] Afinal film (or visual or audio/video) product is
produced typically after many iterations of shooting (e.
g., data acquisition or audio/video content acquisition),
editing and reviewing. Afterthe iterative process (of con-
tent acquisition, editing, reviewing, and assembling the
final product) is accomplished, the audio/video content
is ready for storage and distribution to the end user, and
then content management in the next phases.

[0030] Inthe Content Management phase, content is
managed to insure it is delivered to the user in a secure
and timely manner, and that the content owner is com-
pensated for its use. This could be a "wholesale" user
(e.g., another movie production business, who wants to
re-use some of the scenes or images in another produc-
tion), or a "retail" user (e.g., movie theater, home user,
etc.). Inthe current "retail" distribution process for mov-
ies, hundreds of copies of the film are needed for distri-
bution to theaters. This is typically accomplished in the
“color labs", where a labor-intensive process of actually
watching some percentage of the copies is done to in-
sure quality control. In the government test range envi-
ronment, the process typically involves an even more
time-consuming approach, since there are usually sev-
eral (often 6-12) film cameras, separated by many miles,
to film the same test event from multiple aspects. Film
from all of the cameras is sent to be developed and
cross-correlated, so that the same exacttime can be as-
sociated with all of the various film frames. It is not un-
usual for this process to take weeks to accomplish. With
the digital system, this willbe done in real time, providing
much more effective testing, and itis estimated that over
$100,000 could be saved for each test through the use
of the an integrated digital production line implemented
through a secure broadband network or the like, as pro-
vided by an embodiment of the invention.

[0031] Inthecurrent process, the physicalfilmis proc-
essed, managed to insure that the right number of cop-
ies go to the right places, security is maintained (unlaw-
ful copying prevented for the movie industry, and clas-
sified information properly handled for the government
case), and usage monitored to insure that payments are
made to the content owner. There are very weak checks
and guarantees in this current process, and "piracy" of
images and material is a major problem; physical control
is difficult with so many copies at so many locations, and
the need for the material to be handled by relatively jun-
ior employees (e.g., film operators at commercial theat-
ers). With the digital system provided by an embodiment
of the invention, distribution ("retail" and "wholesale")
can be accomplished via electronic transmission of a
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digital data file overthe VPN 120 (e.g., over network 116
and hub 110 to consumers). According to an embodi-
ment, each copy is encrypted, "watermarked" (e.g., pro-
viding a unique identifier or mark in the digitized audio/
video file so that unauthorized distributions can be
traced to the person or entity that "leaked" the material
(e.g., distributed the material without permission), cre-
ating a powerful disincentive to "leak"). The distribution
of digitized audio/video content (e.g., either transmitted
over the VPN 120 or through the distribution of digital
video disks or DVD disks) provides additional advantag-
es because each digitized file is of the same quality as
the original no matter how many times it is viewed
(whereas with film, scratches and dust decrease the
quality with each showing).

[0032] With the Integrated Digital Production Line for
Full-Motion Visual Products according to an embodi-
ment, content can be stored on servers at a digital hub
110 (Fig. 1). The visual (audio/video) product will be en-
crypted as it leaves the content-creation-location, sent
over high speed telecommunications lines to the digital
hub 110, decrypted, sent to the servers for storage and
management, and distributed (after re-encryption) to
"wholesale" and "retail" viewing locations over high-
speed telecommunications lines. The system (e.g., ap-
plication programs running on servers at the digital hub
110) will perform scheduling (e.g., automatically down-
load a movie to the theaters or exhibitors at times when
telecommunications costs are lowest), tracking of con-
tent use, which theaters are showing which content at
any given time, how much the exhibitor will be charged
for displaying it, how much royalty payment and who
gets it for each showing, and the accumulation and cred-
iting to the accounts of those who are to receive pay-
ment for each showing. Similar management is per-
formed for "wholesale" usage. Billing information may
be collected so that it may be used and presented at
many different levels of aggregation. Billing information
may be based on usage (e.g., frame-by-frame), single
fee, or a defined set of fees.

[0033] Usage fees are not always pre-established for
such "wholesale" uses. Users or representatives at the
viewing locations (both retail and wholesale) can, for ex-
ample, use computers to perform on-line or electronic
bidding to negotiate and administer the financial portion
of such "wholesale" use transactions with users or rep-
resentatives from the content owner (e.g., to electroni-
cally negotiate the price and terms for such use or view-
ing of the content). This integrated management and
monitoring, along with the watermarking, are just some
of the many advantageous features that distinguish the
capabilities of an embodiment of the invention from oth-
er proposed electronic schemes for movie distribution,
which typically deal only with the notion of distributing
image files containing commercial motion pictures to
theaters, but do not add value to the process. In any
case, content distribution / use is only one aspect of this
invention, and this invention is further distinguished by
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its electronic integration of the distribution process into
one or more of the other processes described herein.
[0034] The content can be distributed for exhibition at
a theater for the entertainment industry case, and for
display and manipulation in the case of the govern-
ment's use for analysis and decision-making such as at
atestrange. Inthe currentsystem 202, the film canisters
are distributed via truck and aircraft to distribution cent-
ers, and then again physically distributed to theaters,
where the multiple film canister for each film are kept
near the projector, manually loaded, run, changed, and
put back in the cannister for the next showing. The "re-
tail" films are shown in a continuous fashion of course,
while for the government application, the film might well
be stopped, viewed, compared to other data, and ana-
lyzed in detail.

[0035] According to an embodiment, as described
above, the digitized audio/video content can be elec-
tronically transmitted (or distributed) via the VPN 120
(Fig. 1) to users, exhibitors, theaters, consumers or oth-
ersinterested in receivingthe content. When the content
is ready for release, it will be securely transferred over
VPN 120 to one or more digital hubs 110 for storage,
management, and distribution. Distribution to the over
34,000 screens in the U.S. can be done over satellite,
over fiber links or using other techniques, depending on
which provides the most cost effective and/or efficient
technique, for example. For situations where there are
hundreds or thousands of users simultaneously inter-
acting with the content such as in video-on-demandtype
applications to consumers at home, a stream generator
(such as a TRW ATM stream generator) can be used to
transmit the thousands of content streams.

[0036] An alternative way of using this invention is to
use some or all of the capabilities (e.g., for some or all
phases) except the actual digital transmission of the
movie content. In this alternative embodiment, the dis-
tribution of the audio/video content can be accom-
plished via the current process of print distribution (i.e.,
physically distributing the films provided in film canis-
ters).

[0037] Alternatively, the audio/video product can be
distributed via DVDs or other compact digital media,
which can still incorporate the encryption, watermark-
ing, and other protection features described herein. This
approach enables the connection to theaters to be ac-
complished via low-cost, low-speed networks (even di-
al-up connections could be used), while still permitting
fully-automatic gathering of viewing and revenue data
from each site, and still enforcing strict control of encryp-
tion keys.

[0038] To allowfor contentmanagement, an electron-
ic connection can be preferably maintained in all cases
(e.g., even where there is only physical delivery of con-
tent) between applications running on servers atthe dig-
ital hub 110 and computers or servers at each viewing
location or exhibitor, for automatic collection of usage or
billing related information, such as ticket sales and rev-
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enue for each viewing, number of viewings, date and
time of viewings, etc., and other information which may
be useful for billing purposes. Inthe case of DVD or sim-
ilar digital distribution, all of the watermarking and en-
cryption described above can still be used, and all of the
data collection at the viewing site can be fully automat-
ed, as in the case for downloaded product distribution.
The flexibility of different distribution methods as de-
scribed above advantageously provides a mechanism
for an effective "phasing in" of this process for "retail"
use.

[0039] With the Integrated Digital Production Line for
Full-Motion Visual Products, content can be stored at
the theater on a server (whether such content arrives at
the theater via download, or via digital media distribution
such as DVD disk), which will be connected to a high-
resolution digital projector and displayed on a large
screen for example. The use of the content can be elec-
tronically monitored, as the theater owner can pay for
each showing or viewing of the movie (payment may al-
so be based on ticket sales). For example, the number
of viewings, number of ticket sales, times and dates can
be logged or recorded by computers or servers located
at the theater or consumer. This information relating to
usage can then be electronically transmitted over VPN
120 to a serverlocated at the digital hub 110 orto a serv-
er located at the network operations center 112 (e.g., to
a billing server) for preparing bills or debit notes to be
sent (e.g., via regular mail, sent electronically such as
by E-mail, etc.) to each theater, exhibitor or consumer.
[0040] The capability will also exist to electronically
insert commercial advertising at the theater before the
movie begins. The theater or exhibitor may be able to
select specific commercial advertising, using the com-
puter, to be inserted prior to the viewing or exhibition of
the content or movie. For example, the theater could se-
lect advertising tailored or targeted to viewers of specific
movies. Alternatively, the content owner may provide
and/or specify that specific advertising should be insert-
ed prior to specific exhibitions or movies (e.g., adver-
tisements for other movies). The theater's computer
then would insert the selected or designated advertising
prior to the content exhibition (e.g., prior to the movie
showing).

[0041] Forthe Government or test range use, viewing
will more likely take place on smaller screens in confer-
ence rooms or on desktops. For this application, the
end-user will interact with the system to perform analy-
sis and show the results to decision-makers, probably
interacting with the server to show different viewing an-
gles of the same event, and overlay different types of
content (radar, infrared, multi-spectral) for comparison.
[0042] Several exemplary architectures will now be
briefly described for performing or implementing the var-
ious functions or phases associated with the invention.
[0043] Fig. 3 is a block diagram illustrating a virtual
private network according to an example embodiment
of the invention. A network 116 (which may be a public
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network and/or a private network) is connected to sev-
eral entities including a user equipment 310, a user
equipment 312, a digital hub 110, and a network oper-
ations center 112. The user equipment 310 and 312
each allows users (e.g., editors, directors, producers,
and other users) to access various servers located at
digital hub 110 and a network operations center 112, to
edit digitized audio/video segments, and perform vari-
ous functions associated with the phases of the integrat-
ed digital production line for full motion visual products
(e.g., phases 102-108).

[0044] AsshowninFig. 3, acontentacquisition equip-
ment 330 is connected to network 116 for acquiring the
content (e.g. the audio/video content or film) and digi-
tizing the content into a digital audio/video file. A content
exhibitor equipment 320 and/or content consumer
equipment is also connected to network 116 for receiv-
ing, storing, and displaying or exhibiting the audio/video
content (e.g. the film or movie) to viewers (e.g.the theat-
erorat home). Each of the systems or entities illustrated
in the VPN 120 shown in Fig. 3 will now be briefly de-
scribed.

[0045] Fig. 4 is a block diagram illustrating a content
acquisition equipment 330 according to an example em-
bodiment of the invention. A camera 408 acquires the
audio/video content and is typically located at a test site
(for government application) or at the location shoot.
The audio/video content output from camera 408 is then
digitized by a digitizer 410 (a telecine device is often
used), outputting a digitized audio/video file to an en-
coder 412 and a computer 416 via line 420. A monitor
418 is connected to computer 416 and allows a user to
view or monitor the digitized audio/video content. The
encoder 412 encodes the digitized audio/video file. The
encoded file is provided on line 422 and is encrypted by
and encrypter 414. The encrypted file may then be out-
put through a firewall 430 via one or more types of com-
munication links (e.g. wireless, wireline or the like) to
network 116. This merely provides one example of a
content acquisition equipment 330.

[0046] Fig. 9 is a block diagram illustrating a portion
of a content acquisition equipment according to another
embodiment. The content creation phase begins with
the acquisition of images with a digital camera system.
A typical or example configuration is depicted in Fig. 9.
The example consists of a high speed digital camera
910, which includes a lens 912, an imager board 914
and a camera interface 916. The camera 910 is con-
nected to a memory system 924 (such as a TRW Ram-
cube) via a high speed interface 922. The memory sys-
tem 924 also connects to remote locations via a stand-
ardtelecommunications interface 930 and/or a worksta-
tion or computer 926, for transferring the images (e.g.,
digitized audio/video content) to the studio or whatever
other location is required. The resolution and frame
rates can be very high, depending on user require-
ments. For example, a typical output data rate from the
camera 910 is 1 GigaByte per second. After the scenes
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or digitized video content are captured in the memory
system 924, the data will be encrypted and transmitted
to the editor or other user over the high-speed telecom-
munications capability of the virtual-private network
(VPN 120). This storage-and-retransmission step may
be performed because the data rate needed to support
the imager (approximately 1 gigabyte per second) can
be much higher than the data rate supported by the vir-
tual-private network VPN 120 (e.g., tens of megabytes
per second).

[0047] Fig. 5 is a block diagram of a digital hub 110
according to an example embodiment of the invention.
Encrypted files can be received via network 116 at fire-
wall 519, decrypted by encrypter/decrypter 532, decod-
ed by encoder/decoder 530 and then routed to switch
510. Switch 510 routes messages, packets and other
information (including digitized audic/video files) to the
appropriate system or entity within digital hub 110 based
on address or other identifier.

[0048] There are several entities or systems which
are connected to switch 510 within digital hub 110. All
are connected to switch 510 through an associated fire-
wall (FW) 540-552. A Web Server 524 provides a Web
Site including a user interface that allows users and oth-
erentities to perform functions associated with the phas-
es of the integrated Digital production line for full motion
visual products (as described above). A security server
518 insures that only authorized users have access to
various features of digital hub 110. An e-mail server516
allows various users or entities within VPN 120 to send
electronic mail messages to one another. In addition, an
applications server 522 runs one or more application
programs. In one example embodiment, one or more
digitized audio/video files may be stored on server 522.
And in other embodiments, the digitized audio/video
files may be stored at a server at an external site (such
as ata serverlocated at a content owner), at the network
operations center 112 or some other location. The ap-
plications on server 522, for example, allows users to
review and edit digitized audio/video files, to edit the
files, to add voice and/or text annotations to (or within)
the digitizedfiles. The one ormore application programs
running on applications server 522 also allows a user to
stop, fast forward, reverse, or pause the playing of the
digitized audio/video file and to perform other functions
associated with the phases of the integrated Digital pro-
duction line for full motion visual products.

[0049] In addition, digital hub 110 also includes a con-
tent usage detector 512 (or usage probe) for detecting
when audio/video content is received at switch 510 and
then routed on to a content exhibitor/consumer equip-
ment 320. Content usage detector 512 can then log or
record information indicating the receipt and forwarding
of a particular movie or content to a specific exhibitor or
consumer and the time and date and other information
which can later be used for billing. This billing or usage
information can be stored, for example in a billing infor-
mation collector 514, which is also connected to switch

10

15

20

25

30

35

40

45

50

55

510. Messages or digitized files received by switch 510
can be routed back to network 116 for transmission to
other entities within VPN 120, and systems within digital
hub 110.

[0050] Fig. 6 is a block diagram illustrating a network
operations center 112 according to an example embod-
iment of the invention. Network operations center 112
includes several entities or systems connected to a
switch 602. Digitized files can be received at firewall
607, decrypted by the encrypter/decrypter 632 and de-
coded by encoder/decoder 630 and provided to switch
602. A network management computer 604 is provided
to allow management of various aspects of or opera-
tions within VPN 120. A network operations center se-
curity server 606 ensures that only authorized users
have accessto VPN 120 and may perform other security
related functions. A billing server 610 is also connected
to switch 602 and receives content usage and other bill-
ing information from digital hub 110. Billing server 610
may then automatically electronically generate bills
based on various usage or billing information received.
[0051] Fig. 7 is a block diagram illustrating a content
exhibitor/consumer equipment 320 according to an ex-
ample embodiment of the invention. A firewall 734 is
connected to a network 116 while encryptor/decryptor
732 and encoder/decoder 730 are also provided. An ex-
hibitor/consumer server 712 is provided for receiving,
displaying and storing digitized audio/video content (e.
g. digitized movies or other programs). At the exhibitor
(e.g., theater), the audio/video content is output from
server 712 to a high-resolution digital projector 714, for
example. Projector 714 then projects or outputs the au-
dio/video content onto a large screen, or other display.
For the consumer case, the server is often referred to
as a settop box and may have a lower resolution display
capability 711. A content usage detector 710 may be
connected to server 712 and/or 711 and/or digital pro-
jector 714. Detector 710 may detect the receipt and stor-
age of a particular audio/video content (e.g., a particular
digitized movie) and log its identification along with the
time and date that it was received. Detector 710 may
also receive and record or log information identifying the
number of the viewings of the content, the number of
tickets sold and/or revenue forticket sales for each view-
ing, and date and time of each viewing. This usage or
billing information may then be transmitted to a billing
server 610 via network 116. As noted above, billing serv-
er 610 (within network operations center 112) may use
billing information or content usage information received
from content usage detector 710 and/or detector 512
and billing information collector 514 (Fig. 5), for exam-
ple, to electronically generate and send bills or debit
notes to exhibitors, consumers or other users of the con-
tent. For example, billing server 610 may generate a bill
based on the usage or billing information, identify an ad-
dress of the exhibitor (e.g., an e-mail address or a postal
address) and then can automatically send the bill to the
exhibitor or consumer.
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[0052] Fig. 8 is a block diagram illustrating a user
equipment (310 or 312) according to an example em-
bodiment of the invention. The user equipment may in-
clude, for example, a network interface 810, computer
802, akeyboard and/ormouse 840 and a monitor or dis-
play 842 for displaying video content and other informa-
tion. A firewall 850 may also be provided to ensure that
only authorized users operating user equipment 310 or
312 may access VPN 120 via network 116. An en-
crypter/decrypter 832 and an encoder/decoder 830 are
also provided within computer 802 as either hardware
or software or a combination thereof. Computer 802 in-
cludes a number of components typically found within
computers or personal computers, including a proces-
sor 812, a main memory 814, a hard disk drive 820 and
one or more input/output (I/O) devices such as a DVD
drive. The user equipment 310 and/or 312 allows users
to perform functions associated with the various phases
of the integrated Digital production line for full motion
visual products (includingphases 102,104,106 and 108)
as described above.

[0053] The example applications or uses of the VPN
120 are File Transfer, Digital Dailies and Collaboration.
These applications are particularly targeted for the con-
tent creation phase of the process according to example
embodiments.

[0054] File transfer allows a digitized audio/video file
(or other file) to be electronically and securely trans-
ferred across VPN 120. This file transfer may occur with
or without making a copy of the file at an intermediate
location (such as a server at the digital hub 110). Product
control is improved and the possibility for unauthorized
dissemination is reduced where no intermediate copy of
the file is made. The File Transfer application provides
the capability to transfer securely digital files from one
computer to another over VPN 120 such as from the
special effects house to the editor for inclusion in the
scenes from location shooting, for. example.

[0055] Digital Dailies provides the capability for the
production team (director, editor, producer, and studio)
to view and comment on the day's shooting, or on a set
of audio/video segments acquired that day or over a se-
lected period of time. This application provides the ca-
pability for the users to view the audio/video segments
(e.g., of each day's shooting), make voice, text, and
drawing comments or annotations on a frame by frame
basis and have those comments available to others on
the team immediately via their secure connection to the
network. This application allows a userto receive a copy
of a digitized audio/video segment, perform edits and
make text and/or audio or voice annotations to the file,
and then retransmit the edited and annotated file chang-
es back to a server located at the digital hub 110, for
example. A second user (often times remotely located
from the first user) can then subsequently receive or
download the edited and annotated audio/video seg-
ment from the digital hub server for review and analysis.
[0056] The Collaboration application involves real
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time streaming of encrypted audio/video content from
one user to another via the switch 510 (of hub 110) and/
or network 116. This allows two(or more) users (e.g., an
editor and a producer) to simultaneously view the same
content at the same time and collaborate (stop on a cer-
tain frame, converse, replay, forward, reverse, efc.)
while they are in geographically separate locations.
Through the content management capability of this in-
vention, many additional types of data can be joined to
the basic full-motion visual product - out-takes, alterna-
tive versions, discussion, annotations of many sorts, ref-
erence and background material, etc.

[0057] Several embodiments of the present invention
are specifically illustrated and/or described herein. How-
ever, it will be appreciated that modifications and varia-
tions of the present invention are covered by the above
teachings and within the purview of the appended
claims without departing from the spirit and intended
scope of the invention. For example, while the present
invention has been described with reference to a net-
work, the various aspects of the present invention are
applicable to a wide variety of networks, including sys-
tem area networks, storage area networks, Local Area
Networks (LANs), Wide Area Networks (WANS), the In-
ternet, etc.

Claims

1. An integrated digital production line for full motion
visual products comprising:

a content acquisition equipment coupled to a
network to acquire visual content;

a hub coupled to the network including a hub
switch and one or more servers, the cne or
more servers to run cne or more application
programs to allow users to electronically re-
ceive, transmit and edit visual content;

a user equipment coupled to the network to al-
low users to electronically receive, transmit and
edit visual content;

a content exhibitor/consumer equipment cou-
pled to the network to electronically transmit in-
formation, receive the visual content and to dis-
play the visual content;

a detector coupled to the network for obtaining
content usage information and other billing re-
lated information; and

a billing server coupled to the network to re-
ceive the content usage information and the
otherbilling related information and to generate
bills based thereon.

2. The integrated digital production line of claim 1
wherein the content acquisition equipment compris-
es:
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a camera to obtain the visual content;

a digitizer to digitize the visual content;

an encoder to encode the digitized visual con-
tent; and

an encrypter coupled to the encoder to encrypt
the encoded digitized content.

3. The integrated digital production line of claim 1

wherein the hub comprises:

a hub switch;

a network server coupled to the hub switch for
providing a network interface for users to elec-
tronically perform functions related to the con-
tent;

a security server coupled to the hub switch;

a content usage detector coupled to the hub
switch to detect the transmission or delivery of
visual content via the hub switch to different ex-
hibitors or consumers;

abilling information collector coupledto the hub
switch to log or record billing information based
on a detection of a transmission or delivery of
visual content via the hub switch to different ex-
hibitors or consumers; and

an applications server to allow users to review
and edit visual content and to modify the dis-
played content based on user inputs.

The integrated digital production line of claim 3
wherein the applications server comprises an appli-
cations serverto allow users to review and edit vis-
ual content, to make annotations to visual content
and to allow users to collaborate with other users
while reviewing a same visual content.

The integrated digital production line of claim 1
wherein the content exhibitor/consumer equipment
comprises:

an exhibitor server/set top box to electronically
receive, display and store visual content; and
a projector coupled to the exhibitor server to
display visual content.

The integrated digital production line of claim 5
wherein the content exhibitor/consumer equipment
further comprises a detector coupled to the server/
set top box to detect the receipt and/or storage of
visual content in the exhibitor server.

The integrated digital production line of claim 5
wherein the content exhibitor/consumer equipment
further comprises a detector coupled to the server/
set-top box to detect the display of visual content
and user inputs so as to modify the displayed con-
tent based on user input.
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The integrated digital production line of claim 1
wherein the detector is coupled to the hub switch in
the hub to detect receipt and/or transmission of vis-
ual content to one or more exhibitors/consumers or
destinations.

An integrated process of creating and managing
visual content over a network comprising:

acquiring digitized visual content;

transmitting the digitized content over the net-
work to a server;

storing the content on the server;

a first user editing the content and storing the
edited content on the server;

a second user, remotely located from the first
user, reviewing the edited content;
electronically distributing a copy of the content
via the network to one or more exhibitors or
consumers; and

electronically collecting billing information over
the network relating to the distribution of the
contentto an exhibitor and/or the use or display
of the content by an exhibitor.

An integrated process of creating and managing
visual content over a network comprising:

one or more users electronically performing
one or more functions associated with a project
planning phase for visual content over the net-
work;

acquiring digitized visual content;

transmitting the digitized content over the net-
work to a server;

storing the content on the server;

a first user editing the content and storing the
edited content on the server;

a second user, remotely located from the first
user, reviewing the edited content;

distributing a copy of the content via the net-
work to one or more exhibitors or consumers;
and

electronically collecting billing information over
the network relating to use or display of the con-
tent by an exhibitor or consumer.

The process of claim 10 wherein distributing a copy
comprises physically distributing a copy of the con-
tent to an exhibitor or consumer.

The process of claim 10 comprising direct collabo-
rating between at least two users via real-time
streaming of visual content.
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